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3Guardian graphic. Source: TeleGeography Submarine Cable Map, marineregions.org
https://www.theguardian.com/world/2026/aug/03/is-irelands-unprotected-ocean-the-weak-link-in-european-defence 

http://marineregions.org
https://www.theguardian.com/world/2026/aug/03/is-irelands-unprotected-ocean-the-weak-link-in-european-defence
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Source: https://www.submarinecablemap.com/



Experiment: ‘Severed Island’

If the subsea cables are cut, what critical infrastructure survives?



Could Ireland Survive an Undersea Blackout?
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• Largely a desktop experiment at this stage 
• Worst-case scenario? 

• Answers another question quite well: 
• Can Ireland’s ISPs provide essential services under a 

prolonged DDoS attack? 
• Or a partial subsea break leading to congestion?







Cyber extortion attack. 

“Volumetric reflection … greater than 120G”



INEX



INEX
• Peering point for the island of Ireland; 

member-owned; cost-recovery basis; 
founded in 1996. 

• ~120 members (~99% of eyeballs?) 

• Traffic peaks of 1.4 Tbps 

• Dual infrastructure, 7+ PoPs, own DF 

• Opened INEX Cork in 2016 

• Home of IXP Manager
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Connected Edge Capacity

The most densely connected network in Ireland



Test Platform
What works if we can only exchange traffic over INEX?



Test Platform to Simulate a Severed Island
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• Vagrant based modern Linux host, ipv4 only 
• Bird to remove the default route and set INEX-only routes 

• Pulled from the route collector 
• Also added routes from sample bilateral sessions with Google and 

Cloudflare 
• Excluded some ASNs: 1273, 6461, 6830, 6939, 8220, 9002 

• Mostly out-of-country routes / don’t peer 
• Local PowerDNS recursor 

• Firefox used to test sites under these routes only 
• Web developer tools identified third-party dependancies



1) ROOT 
DNS 

QUERY 

Query root 
name server - 
who resolves 

TLD .ie? 

Anatomy of a web request - www.gov.ie 
2) TLD 
DNS 

QUERY 

Query .ie TLD 
name server - 
who resolves 

gov.ie? 

3) GOV.IE 
DNS 

QUERY 

Query gov.ie 
authoritative 
DNS servers 

for IP for 
www.gov.ie 

4) ACCESS 
WEB 

SERVER 

Establish 
HTTP/S 

connection 
and fetch 

HTML content 

5) GET 
REQUIRED 

ASSETS 

JS, CSS, 
images. 

Other 
site,CDN 
required? 

http://www.gov.ie


Result: w
ww.gov.ie works on INEX-only
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account.mygovid.ie fails - challenges.cloudflare.com
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(After adding additional Cloudflare routes) 

Result: w
ww.gov.ie works on INEX-only
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Results



Current State of Critical Sites - Media
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TLD NS Web Server Site

RTE ✅ ✅ ✅ ✅

RTE Player ✅ ✅ ✅ ❌

Irish Times ✅ ✅ ✅ ✅

Irish Independent ✅ ✅ ✅ ✅

Newstalk Radio ✅ ✅ ✅ ❌

Netflix ✅ ✅ ✅ ❌



It’s always DNS?
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Source: RIPE 92, DNS, Transitive Trust and How Many is Many, Ondřej Surý 
 https://ripe92.ripe.net/programme/meeting-plan/sessions/98/ATVK7Z/



Current State of Critical Sites - Finance
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TLD NS Web Server Site

AIB ✅ ❌

BoI ✅ ✅ ✅ ✅

BoI 365 Online ✅ ✅ ❌

PTSB ✅ ✅ ✅ ✅

PTSB Open24 ✅ ✅ ✅ ✅

Revolut Website ✅ ✅ ✅ ✅



Could Ireland Survive an Undersea Blackout?
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• Key contraints for our experiments:  
• Where is the data stored? 
• What third-party and internal dependencies exist? 
• We’re really only considering the Republic of Ireland here.



Current State of Critical Sites - Utilities
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TLD NS Web Server Site

ESB PowerCheck ✅ ✅ ✅ ✅

Energia ✅ ✅ ✅ ⚠

Gas Networks 
Ireland ✅ ✅ ✅ ✅

Uisce Éireann ✅ ✅ ✅ ✅



Current State of Critical Sites - Transport
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TLD NS Web Server Site

DAA (DUB & CRK) ✅ ✅ ✅ ✅

Aer Lingus ✅ ✅ ✅ ⚠ /🥳

Ryanair ✅ ✅ ✅ ⚠

Irish Rail ✅ ✅ ✅ ⚠

Bus Éireann ✅ ✅ ✅ ⚠ /🥳

Irish Ferries ✅ ✅ ✅ ⚠



Current State of Critical Sites - Digital Infrastructure 
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TLD NS Web Server Site

Google (Search & 
Maps) ✅ ✅ ✅ ✅

Google Workspace ✅ ✅ ✅ ✅

M365 ✅ ✅ ⚠ ✅

Facebook/Insta ✅ ✅ ✅ ✅

Github ✅ ✅ ⚠ ❌

OS Package 
Repositories ✅ ✅ ❌ ❌

INEX & IXP 
Manager ✅ ✅ ✅ ✅



Current State of Critical Sites - Health
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TLD NS Web Server Site

HSE ✅ ✅ ✅ ✅

Dept. Of Health ✅ ✅ ✅ ✅

Laya ✅ ✅ ✅ ✅

VHI ✅ ✅ ✅ ✅



What else should we consider 
and test?



What else do we need to consider?
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• CDN Fragmentation 
• Reliance on third parties for DNS and web security; embedded 

video players; CSS and JS frameworks; etc. 
• Cloud control plane vs data plane 

• Your Microsoft/Azure data may be on-island, but Entra ID? 
• RPKI / Route Validation - will these local ROA caches expire? 
• Time synchronisation 

• We have no Irish time service. 
• TLS requires accurate clocks. Mobile networks?



What else do we need to consider?
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• Telephony/VoIP was not tested. Access to 112/999? 
• Third-party payment gateways: Global Payments, Stripe, PayPal 
• Apple Ecosystem (updates, iCloud) 

• Push notifications are often a key component of 2FA 
• Power & water SCADA (reliance on satellite, global MVNO SIMs, 

non-domestic C&C); vendor-managed control planes. 
• Access control systems - can we get into the buildings hosting our 

infrastructure? 
• Healthlink, Healthmail and ePrescribing 
• Do various AWS services still depend heavily on us-east-1?





How can INEX help?



IXPs in National Resilience Roles
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• FENIX - by NIX.CZ (the Czech IXP) 
• Created in response to massive, coordinated DDoS attacks 

that took down major news media, banks, and mobile 
operators. 

• Operates as a "trusted island" within the IXP, allowing FENIX 
members to isolate their networks from the global internet. 

• Sweden treats its IXP nodes as military-grade critical assets, 
housing them in hardened rock shelters/underground bunkers. 

• Finland (FICIX) - part of the Telecommunications Pool of the 
National Emergency Supply Agency, which runs joint contingency 
exercises for severe international cable severing and hostile 
border electronic warfare.



Who needs to be involved
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• The platform - INEX 
• T-RRG, ComReg & NCSC (National Cyber Security Centre): To 

mandate or encourage participation. 
• Competent Authorities under CER, NIS2 and DORA 
• Cloud Providers (AWS, Microsoft, Google, Akamai, Cloudflare): To 

guarantee that local "island" routing can handle authentication 
(Control Plane) without leaving the physical borders of the state. 

• Networks with “poor” peering. Also satellite ISPs. 
• The entities themselves - always considering third-party 

dependencies and data locations.
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barry.odonovan@inex.ie


